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Item 5

Planning » Results for Application Search
Bottom of Form

Proposed single storey rear extension
Rockhopper Cliff Road Waldringfield Suffolk IP12 4QL
Ref. No: DC/18/0398/FUL | Received: Thu 25 Jan 2018 | Validated: Wed
31 Jan 2018 | Status: Permitted
Non Material Amendment of DC/17/0703/FUL - Proposed replacement dwelling
reposition 1.8M forward. (Velux added to front and back roof - changes in cladding material).
Hermanus Cliff Road Waldringfield Suffolk IP12 4QL
Ref. No: DC/18/0397/AME | Received: Thu 25 Jan 2018 | Validated: Wed
07 Feb 2018 | Status: Permitted
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Casual Vacancy & Co-option Process

Item 7 - next two pages (two options to be considered)
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General Data Protection Regulation – Report on its Impact
By Ian Kay, March 2018
The General Data Protection Regulation (GDPR) is due to come into effect from 25 May 2018. It is an EU law, and the
UK Government has made clear that after Brexit the UK will continue to adopt a similar standard for data protection
as set out in the GDPR
I have outlined below what steps we need to take in preparation for this. This follows the guidance in the document Preparing for the General Data Protection Regulation (GDPR) 12 steps to take now, in the NALC GPRD Toolkit, and from SALC’s legal
person, Jim Friend.
“Companies/organisations processing personal data are encouraged to implement protective measures
corresponding to the level of risk of their data processing activities. Therefore, the obligations on a company
processing a lot of data are more onerous than on a company processing a small amount of data.” (my emphasis).

WPC processes a very small amount of personal data, so I conclude that its obligations are correspondingly small.

Fees
In the GDPR, it stated that fees for registration would cease. However, the Department for Digital, Culture, Media and Sport
(DCMS) intends charging a fee. There has been a lot of protest over the imposition of fees.
“a provision in the Digital Economy Act means it will remain a legal requirement for data controllers to pay the ICO a data
protection fee ... The amount of the data protection fee is being developed by the ICO’s sponsoring department, the
Department for Digital, Culture, Media and Sport (DCMS) in consultation with the ICO and representatives of those likely to
be affected by the change. The final fees will be approved by Parliament ...
Tier 1: Small and medium firms that do not process large volumes of data: annual fee of up to £55”

This was written in October 2017 but has since been changed to £40 for a Tier 1 data controller
Note that this is for Data controllers only, not Data Processors. Also, there are exemptions. You don’t need to pay a fee if you
are processing personal data only for one (or more) of the following purposes:
Staff administration
Advertising, marketing and public relations
Accounts and records
Not-for-profit purposes
Personal, family or household affairs
Maintaining a public register
Judicial functions
Processing personal information without an automated system such as a computer
Several of these seem to me to apply to WPC: a, c, d, f (possibly) and h (Frances). ). I can’t think of any data processing we do
that isn’t covered by at least one of the above, so I conclude that we don’t need to pay the fee. I asked Jim Friend if this is
correct and hData Controllers and Data Processors
The Toolkit says: “The council, as data controller, remains responsible for compliance with the data protection legislation
including the GDPR” ...” (Toolkit, §26.3)
This means that the Council as a body is the Data Controller, (as opposed to an individual). I don’t really understand what this
means, but it was confirmed by Jim Friend, who also said “Processors do not work for the Council, they are outside organisations e.g. SALC would be a processor if we deal with your payroll service.” I can’t think of anyone or any organisation that is a
data processor.
is reply was “You will have to register, we await further from the ICO”.

Data Controllers and Data Processors
The Toolkit says: “The council, as data controller, remains responsible for compliance with the data protection legislation
including the GDPR” ...” (Toolkit, §26.3)
This means that the Council as a body is the Data Controller, (as opposed to an individual). I don’t really understand what
this means, but it was confirmed by Jim Friend, who also said “Processors do not work for the Council, they are outside organisations e.g. SALC would be a processor if we deal with your payroll service.” I can’t think of anyone or any organisation
that is a data processor.

Email accounts
The ICO has published FAQs for small local authorities, in which it asks “Can local councillors still communicate using their
private email accounts and personal devices?” However, it doesn’t answer the question.
Waldringfield PC processes a very small amount of personal data, none of it sensitive, so its obligations are correspondingly
small (see quote from the EU Commission, above.) On this basis I conclude that councillors can continue to use their personal email accounts, provided they are secure. I asked Jim Friend if this is correct, and his answer was “I believe so but
Councils have other options with clouds etc that are more secure.“

Documentation of Data Processing Activities
The ICO says:
If you have less than 250 employees, you only need to document processing activities that:
 are not occasional; or
 could result in a risk to the rights and freedoms of individuals; or
 involve the processing of special categories of data or criminal conviction and offence data.

None of these apply to Waldringfield PC (and we have only one employee), so I conclude that we don’t need to document
any data processing activities. I asked Jim Friend if this is correct, and his answer was “I believe so but that is something
your DPO will advise you on when you have appointed one!!”

The quotes in the following are taken from Preparing for the General Data Protection Regulation
(GDPR) 12 steps to take now.

Awareness
You should make sure that decision makers and key people in your organisation are aware that the law is changing to
the GDPR. They need to appreciate the impact this is likely to have.

WPC councillors have been made aware that the law is changing at various PC meetings (see relevant minutes). This document attempts to indicate the impacts.

Information you hold
You should document what personal data you hold, where it came from and who you share it with. You may need to
organise an information audit.
Personal data is any information that relates to an identified or identifiable living individual.

Examples of personal data
•
•
•
•
•
•
•
•

• a name and surname;
a home address;
an email address such as name.surname@company.com;
an identification card number;
location data (for example the location data function on a mobile phone);
an Internet Protocol (IP) address;
a cookie ID;
the advertising identifier of your phone;
data held by a hospital or doctor, which could be a symbol that uniquely identifies a person

Examples of data not considered personal data
•
•
•

a company registration number;

an email address such as info@company.com;
anonymised data.

I assume phone number is also as an example of personal data, even though it isn’t listed. The personal data that WPC might
hold that I can think of are (there might be others I haven’t thought of):
Type of Data

Purpose

Legal Basis of Processing

Name, address, phone number,
email address

Communication with member of
the public

Name, address, phone number,
email address
Name, company address, company phone number, company
email address

List of deliverers of the parish
newsletter
Communication with company
providing services to WPC.

Public task. Parish Councils have a statutory
obligation to communicate with members of
the public, to keep them informed of parish
issues and address parishioners’ concerns.
Public task. As above.

Name, organisation’s address,
organisation’s phone number,
organisation’s email address

Communication with officer or
member of local government organisation (e.g. SCC, SCDC, AONB,
DEP, etc.)

Contract. Parish Councils need to pay for services to fulfil their legal obligations to maintain
council facilities, e.g. grass cutting, play equipment maintenance.
Public task. Parish Councils need to communicate with officers or members of local government organisations, e.g. on planning issues.

If you have less than 250 employees, you only need to document processing activities that:
• are not occasional; or
• could result in a risk to the rights and freedoms of individuals; or
• involve the processing of special categories of data or criminal conviction and offence data.
I don’t consider the second or third of these to apply to the likely activities of WPC, as listed in the table above. The first is less
certain, although I would argue that most of our data processing activities are occasional, i.e. are not regularly repeated (the
delivery of the newsletter is repeated every 3 months, but doesn’t involve processing of new data unless the deliverers have
changed, which would make it occasional). The Article 29 Working Party (WP29) is currently considering the scope of the exemption from documentation of processing activities for small and medium-sized organisations, so this may become clearer in
the future.

Communicating privacy information
You should review your current privacy notices and put a plan in place for making any necessary changes in time for GDPR
implementation.
A privacy notice should be written and agreed, and posted on the WPC website. Two template privacy notices are provided in
the NALC GPRD Toolkit, Appendix 4. WPC will need to adapt these for our purposes.

Individuals’ rights
You should check your procedures to ensure they cover all the rights individuals have, including how you would delete
personal data or provide data electronically and in a commonly used format.
The GDPR includes the following rights for individuals:
the right to be informed;
the right of access;
the right to rectification;
the right to erasure; (mostly not applicable - the right to erasure does not apply to processing on the basis of legal obligation or public task (see Step 6))
the right to restrict processing;
the right to data portability; (not applicable – only applies when processing is carried out by automated means, which
WPC doesn’t use)
the right to object; and
the right not to be subject to automated decision-making including profiling (not applicable).

Subject access requests
You should update your procedures and plan how you will handle requests within the new timescales and provide any
additional information
The new timescale is one month.

Lawful basis for processing personal data
You should identify the lawful basis for your processing activity in the GDPR, document it and update your privacy notice
to explain it.
The lawful bases for processing are set out in Article 6 of the GDPR. At least one of these must apply whenever you
process personal data:
(a) Consent: the individual has given clear consent for you to process their personal data for a specific purpose.
(b) Contract: the processing is necessary for a contract you have with the individual, or because they have asked you to
take specific steps before entering into a contract.
(c) Legal obligation: the processing is necessary for you to comply with the law (not including contractual obligations).
(d) Vital interests: the processing is necessary to protect someone’s life.
(e) Public task: the processing is necessary for you to perform a task in the public interest or for your official functions,
and the task or function has a clear basis in law.
(f) Legitimate interests: the processing is necessary for your legitimate interests or the legitimate interests of a third
party unless there is a good reason to protect the individual’s personal data which overrides those legitimate interests.
(This cannot apply if you are a public authority processing data to perform your official tasks.)
Basis (b) Contract is the most appropriate for processing data on:
The PC clerk (employee who has a contract of employment with the PC)
The handyman (contracted to do work for the PC)
Other organisations who WPC engages to provide work or services
Basis (e) Public task is the most appropriate for processing data where no contract is involved (e.g. a letter sent to a councillor from a member of the public). Since we have a statutory obligation to communicate with the public, Public Task is the
appropriate basis for this.
In the Toolkit, §2.9 it says with regard to using Consent: “There may be other legal grounds available and you should consider consent as ‘the last resort’”. There doesn’t seem to be any reason why we would need to use Consent.

Consent
You should review how you seek, record and manage consent and whether you need to make any changes. Refresh
existing consents now if they don’t meet the GDPR standard.
“But you often won’t need consent. If consent is difficult, look for a different lawful basis ... Public authorities and
employers will need to take extra care to show that consent is freely given, and should avoid over-reliance on consent”
WPC should not rely on consent as its legal basis for data processing. See Step 6.

Children
You should start thinking now about whether you need to put systems in place to verify individuals’ ages and to obtain
parental or guardian consent for any data processing activity.
WPC does not deal directly with children, so this is not applicable

Data breaches
You should make sure you have the right procedures in place to detect, report and investigate a personal data breach.
I assume this means that the DPO should be informed if a device (PC, laptop, pad, phone, memory stick, etc.) is lost or stolen,
or is hacked, falls prey to a virus, etc. The DPO should decide what action to take depending on what data is breached.

Data Protection by Design and Data Protection Impact Assessments
You should familiarise yourself now with the ICO’s code of practice on Privacy Impact Assessments as well as the latest
guidance from the Article 29 Working Party, and work out how and when to implement them in your organisation.
A Data Protection Impact Assessment (DPIA) is only needed in situations where data processing is likely to result in high risk to
individuals. I don’t consider this applies to WPC.

Data Protection Officers
You should designate someone to take responsibility for data protection compliance and assess where this role will sit
within your organisation’s structure and governance arrangements. You should consider whether you are required to
formally designate a Data Protection Officer.

WPC must designate a DPO, as it is a public authority.
However most clerks and RFOs cannot be designated as a council’s DPO. ... There can also be a conflict of interest
between the role of a clerk and RFO and that of a DPO and these types of conflicts should be avoided

I guess this means one of the councillors should be the DPO.

International
If your organisation operates in more than one EU member state (ie you carry out cross-border processing), you should
determine your lead data protection supervisory authority. Article 29 Working Party guidelines will help you do this.

WPC does not operate in more than one EU member state, so this is not applicable.

Conclusions
Do we need to be aware of the implications of the GDPR? Yes
Do we need to appoint a DPO? Yes
Are councillors Data Controllers? The Council as a body is the Data Controller
Are councillors Data Processors? No
Does the DPO need to notify the ICO? Yes
Do the Data Controllers need to notify the ICO? No
Do the Data Processors need to notify the ICO? No
Do we need to produce a DPIA? No
Do we need to produce a Privacy Notice? Yes
Do we need to pay the ICO a data protection fee? No (but we are awaiting further guidance from the ICO)
Do we need to each have a separate email account for PC business? No
Do we need to document our data processing activities? No
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N.B. Includes payments approved at the meeting
(see the minutes)
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